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Senior Risk & Compliance Specialist 
Job ID #: 419794 

Location: IL - Chicago 

Functional Area: IT Security 

Department: IL-ITPS Risk Management 

Position Type: Full-Time Regular 

Position Description 

BASIC FUNCTION:

Maintains the IT risk and compliance management strategy. Maintains policy, standards, processes and procedures to assess, monitor, report, escalate and remediate IT risk and compliance related issues. Works collaboratively with corporate compliance, internal auditing and corporate risk management and various technical teams in the design and implementation of audit, risk assessment and regulatory compliance practices for IT. Facilitates risk assessments and identifies risk themes. Proactively promotes enhancement of technology-related internal controls awareness and training across IT and business units. Monitors and analyzes technology risk trends, recommends appropriate IT policies, procedures and practices to strengthen internal operations. Advises IT and business executives on the status of technology risk and compliance issues based on assessment results and information from various monitoring and control systems. Educates IT and business executives on appropriate mitigation strategies and approaches. Provides oversight regarding audit, regulatory and risk management activities across IT functional areas, such as the development and maintenance of regulatory documentation (e.g., Sarbanes-Oxley Act compliance). Coordinates the IT component of both internal and external audits, federal and state examinations. Possesses detailed knowledge of industry regulatory environment and risk management practices, and thorough understanding of local and federal regulations such as Sarbanes-Oxley, Basel II, and HIPAA.

JOB REQUIREMENTS:

1) Bachelor's Degree in Computer Science, Information Systems, Business Administration, or other related field. Or equivalent work experience;

2) 5 years of IT and business work experience including managing team(s) responsible for risk management, compliance and audit, information security management;

3) Experience performing and directing field work assigned in a competent and professional manner, and providing evidential support for all report gaps;

4) Interprets internal or external business issues and recommends best practices;

5) Takes initiative to solve complex problems; takes an “outside –in” perspective to identify innovative solutions;

6) Works independently, with guidance in only the most complex situations;

7) May lead functional teams or projects;

8) Health Insurance;

9) Team Lead experience;

10) Project Management;

PREFERRED REQUIREMENTS:

1) CISA certification; 

2) Familiarity with ITIL and COBIT framework;

3) Ability to prepare and review recommendations considering materiality, pertinence to evaluation and documentary evidence. 
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