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ESN, Inc. Job Description 
Job Title: Information and Network Security Specialist (Contract Labor Category: IA Network Specialist), Network Security Support Services (NSSS) 

Location: Client site, Hines (Chicago), IL 

Job Posted: 8/21/2011 Job Closing: Until Filled 

Principal Duties/Responsibilities: 
Work as an Information Assurance specialist at the Department of Veterans Affairs, Network Security Operation Center (NSOC) facility in Hines, IL.  The VA NSOC is the Single Point of Contact ("SPOC") for all internal users and business partners to receive support and guidance for Incident Response security related issues. The incumbent works on a team of approximately 14 that facilitates the restoration of normal operational service with minimal business impact on the customer within agreed SLA levels and business priorities; providing Tier III network security services and service desk support, including incident handling for VA’s organizational information systems that includes adequate preparation, detection, analysis, containment, recovery, and user response activities; and tracking, documenting, and reporting incidents to VA Security Operating Center.  The scope of work also includes Security and Network Monitoring, Log Management, and Incident and Security Event Escalation. 

Duties and responsibilities include: 

· Implementing network security initiatives into IT infrastructure in an Enterprise Environment
· Identifying security issues and risks, and developing and distributing mitigation plans

· Managing information security systems and computer network defense to provide detection and escalation services

· Researching IT Security Incident characteristics, developing mitigation strategies and Residual Risk management 

· Development of new techniques and procedures to aid in providing an aggressive response to malware, and the mitigation of attacks
· Analyzing alerts from various enterprise level sensors and determining probable causes of such alerts, and the development of the appropriate mitigation response including the identification and elimination of False-Positives 

· Event correlation by using information gathered from a variety of system and sensor sources within the enterprise, and then developing the correct remedial response

· Providing notification to management to include the identification of the event’s history, status, and potential impact. 

· ITIL Service Operations and use of BMC Remedy IT Service Management Suite; Tracking all Remedy activity, researching Incident mitigation strategies, ensuring timely resolution of Incidents that we receive as “campaigns” from other (VA) security entities and the US​CERT. 

· Collection and analysis of intrusion artifacts and use discovered data to enable mitigation potential of incidents within the enterprise.  

· Tracking and documenting incidents from initial detection through final resolution. 

· Performing incident triage to determine scope, urgency, and potential impact; identifying the specific vulnerability and making recommendations which will enable expeditious remediation. 

Education and Experience: 
· BA/BS in information technology or related field, or equivalent IT experience;  

· 5 years network security, network engineering, level III helpdesk and information security support experience; 

· Information Assurance Certifications such as Incident Handling, Intrusion Analysis, Systems and Network Auditing, Enterprise Defender, or Security + is desired. 

Skills and Abilities: 
Demonstrated experience performing the following: 

· At least one year of experience and demonstrated proficiency working in a Security Operations Center, Network Operations Center environment, or Computer Emergency Response Team environment; 

· Strong preference will be given to candidates with significant Remedy experience, and customer service skills in support of executive security officers in an enterprise environment. 

The above job description is not intended to be, nor should it be construed as, exhaustive of all responsibilities, skills, efforts, or working conditions associated with this job. 

Work Schedule: 
Full time, Third Shift (S3) from 2300 CT until 0730 CT.   Team Members may be required to work any shift to provide onsite support 24x7x365. 

Qualified Persons Should Send Resume to:  hr@esncc.com
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